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1. Introduction

The objectives of the work packagé Tr ai ni ng and ®@waeatcestablisba” ( WP7
joint domain for training and education for the SSH infrastructures; to inspire

researchers and developers to come up with new research methodologies and

approaches using research infrastructures and to discuss wittind gather feedbackrom

researchers in all SSH domains about the role of data infrastructures in research

methodologies.

To pursue these objectives, th®®ASISHDescription of Work (DoW)specified two tasks.
Task 7.1 *“ Tr avasdedicged td dedalopireg ®rilindraining modules for
topics and target groups relevant to the SSH communities. The findings here also served
as a basis for planning and organizing workshops for these topics in the context of Task
7.2 * Wor ks h o pThi®reporgdocamente the.work carried out with regard to
Task 7.1 and presents its results. Thepecificactivities and results ofTask 7.2 are
described in a separate report (D7.2 A compendium of workshop reports).
Comprehensive aspects relevant to botfiask 7.1 andTask 7.2 are describedn the
document at hand.

In Task 7.1several training modules were developed and made accessible to the public
via the DASISHwvebsitel. In section 2, this documentfirst describesthe processesof
i assessing the training needs of and available material from ESFRI communities
1 organizing the work for creating and publishing online trainingmodules
1 gathering feedback from the SSH communities and the other DASISH WPs
1 revising the modules based on internal and external feedback
1 ensuring sustainability of the material produced
After this, in section0O the main structure of the actual training modules are described
with a brief summary Thdactuahtiningmoedhlesganber s° cont
accessed through thdraining section on the DASISH website

The Appendix then provides dditional details and documents, and alsincludesa list of
acronyms used in this report.

2. Methodology and work progress

a. Assessment of training needs

The target groups of the WP7 training effortsvere spedfied in the DASISH Description
of Workas“ i nf r asnegluxcttaud ei ni ti atives within the p:

1 Seehttp://training.dasish.eu/
2 Seehttp://training.dasish.eu/
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new communi ti es i n deavdlopersagdiiianager® bfideta archivesl u d e s

and repositories, decision makers from research aheducation institutions as well as

researchers.

To verify this specification, and to assess the concrete training needs of the different

target groups, n its initial stage, WP7conducteda 2-round survey among the SSH ESFRI

projects. Thefirst questionnaire included questions regarding:

1 the topics related to data management for which the respondents expressed a
need for training (namely the“3-4 most Dburning 1 ssues”)

1 the ideal format of training modules and workshops

1 whether or not a multilingual term base for data management was needed

1 data management topics whictwere already covered by training offers in the
respective ESFRI projects

1 research data that respondents could offer for use in DASISH training materials

The full first questionnaire can be found inAppendix Al.

This first round of the survey wasintended to provide a first overview of topics with a
need Dr training, as regarded by the SSHSFRprojects. In May 2012an invitation was
sent out to representatives from differentinstitutions belonging to one of the five SSH
ESFRprojects, with a request to fill in the questionnaire from the ESFRirojects ’
perspective. It yielded a total of 7 responses, summarized in the following table.

ESFRI CESSDA CLARIN DARIAH ESS SHARE
project

responding | GESIS, NSD | UiB, OEAW | KCL, UGOE | NSD MPGMEA
institutions

The answers from this first questionnaire already provided a good basis for the
following, more specific survey. It became evident, however, that there was not much
training material available yet among the ESFRtojects or their participating
institutions, which DASISH could directly use or integrate intan existing platform such
asESS EdNet.

From thefirst questionnaire, 5 main topic areas were derived, each with-8 subtopics:

“Data enrichment”, “Data quality”, “Data arc
“Management” Based on this categorizati on,
relevance forcertain target groups, kinds of desired activity, available training material

and give further comments. This second questionnaire was filled in by WP7 ESFRI

contacts together with their respective ESFRI contact person in June/July 2012can be

found in Appendix A2.

From the results, several highly relevant topics were identified and adopted as a first

tentative list of topics tobeaddressedby tr ai ning measures: “ Acces:s
“Licensing”, “Persistent | dent iofrikdrlo'ws ”"“ Dat a
“Linked Data”, ®“Authentication and Authori za
and usage”, “Publication/ Open Access” and *“D

the same time the responses again revealed a considerable lack of avdgaipaining
material.

www.dasish.eu GA no. 283646 2
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To close this gap, WP7 members searched for available training modules for the
identified relevant topics. As a result, several tutorial texts were collected, however
none of them in the form of an online training module, which woul@llow for cross-
referencing, contextsensitive help, target group or experevel diversification or even
interactivity.

Since the results of both the WP7 search for modules and the@und survey showed

that there were no readyto-publish online training modules available, WP7 decided to

create the modules themselvegysing the material gathered so far. The work on the first
training module on “Access Policies and Lice
dividing the module into 7 chapters covering diferent aspects of the topic, and assigning

author, contributor and reviewer to each chapter.

A similar procedure was applied to involve the other DASISH work packages in

determining desired topics and forms of training material. While in the first half ofhe

project, there was not much input available from thether WPs, the cooperation

intensified strongly during the second half. This was mainly triggered by two topics

addressed within WP5* Shar ed Dat a Acc eTsass kanTd5 .E2n r*“i Reehrnseinst t
Identif i eandsTask T5.1* Aut henti catii oat iaom IAnftThesst ruct ur
topics also had emerged as desired topics from the ESFRIs surveys, and faedled the

collaborative creation of two other training modules for these topics.

b. Module compilation and publication

The creation of the training modules was a joint effort of WP7 members. After agreeing

on a specific topic, e. ghegrbupdiscussdanddefinedci es a
subtopics and viewpoints to be used as separate chapters,arder to structure the

module and enable users to directly access specific subtopics (For the detailed structure

of each module, see sectio8 of this report). According to this chapter structure, each

chapter was assigned a responsible editor, a contnitbor and a dedicated reviewer.

These roles were all filled by WP7 members, and enabled a more effective discussion of

the module content in smaller groups.

The editing process was done via the use MSOffice documents, which were createds
templates, and then filled with contentfor each chapter bythe responsible partners. The
template for training module chaptersfor the first module can be found in Appendix B.
The exchangeof the documentsfor the purpose of gathering and discussing feedback
took place via the DASISH PortalWhenthe WP7 partners agreed that the basic
structure and scope of the chapters would not significantly change anymorthe content
was transferred into the website content management system OpenCMS8r final
editing and publication.

OpenCMS is a free content management system for creating and managing websites. It
can be used in open as well as in proprietary environments. Its browser based user
interface can be customized and has a WYSIWYG editor thabals easy input of ontent

3 Seehttps://theuniversityofgothenburg.base camphag.com/
4 Seehttp://www.opencms.org/en/index.html

www.dasish.eu GA no. 283646 3


https://theuniversityofgothenburg.basecamphq.com/
http://www.opencms.org/en/index.html

Data Service Infrastructure for the Social Sciences and Humanities

also for people who do not possess programming skills. In addition, there is also the
possibility to generate customised templates.

OpenCMSvas chosen for the publication of the DASISH training modules, sincesitalso
being used forhosting ESSEduNet>, as well as for setting up and administrating the
DASISH websité This made the integration of the training and education pages intihe
general DASISH website very easy

NSD one of the partners in DASISH WP@rovided expertise and support in setting up
and managing the webpages and the module structudP7 was also able to benefit
from NSDhaving experience with developing online training material, for example from
ESS EduNeln the processof developing thefirst training module, all WP7 partners
were equippedby NSDwith login accounts to apart of the OpenCMS systemedicated
to the DASISH training modules. All editing partners werthus able to directly edit the
content and structure, and notify the partner at NSD that a page or chapter had been
revised, thus initiating the publication of the revised content.

The overall coherence of the module, including overlapping content, croseferences

and consistent terminology and formatting wasdiscussed in regilar virtual meetings
(2-weekly via Skype and Adobe Connect) and sevefateto-facemeetings.For each
module, an introductory pagewas created whichbriefly describesthe module content
and target groups, and proviéshyperlinks to the chapters. Furthermore, a Glossary
(seeFigure 1) was set up that explains terms from all modules and is directly accessible
when clicking on a markedup term in the text. When hovering over a glossary term in
the text, a box with the explaatory text from the glossary appeargseeFigure 2).

5 Seehttp://essedunet.nsd.uib.no/
6 Seehttp://dasish.eu/
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&« training.dasish.eu/training/glossary

W DASISH

N Home
B About DASISH
B Activities

B Events calendar

M Final DASISH conference

B Newsletter
M Deliverables
B DASISH Events

B Education and Training

" Ac Policies &

a

= Authentication and
Authorization
Infrastructure

nt Identifiers

» Glossary
M Fublications
W Links
B Contact

W For project partners
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DATA SERVICE INFRASTRUCTURE FOR THE SOCIAL SCIENCES AND HUMANITIES

Home = Education and Training > Glossary

Glossary

AAT

Authentication and Authorization Infrastructure: The entirety of organizatienal and
technical solutions for verifying the identity of users and their eligibility to access

certain services or data in a distributed envirenment. Usually the prospective users
belong to different institutions, and the verification is performed at thess institutions

directly, or in an automated form of mutual informatien exchange with the

data/service provider.

Access Management System

Access Management System, or Identity management System, is a framework that

facilitates the management of electronic identities. The framework includes the
technology needed to support Identity Management.

Anonymised data

Data concerning an individual from which the identity of the individual cannot be

determined.

Attributes

Usually standardized way of representing/transmitting additional information about an
entity, .g. @ user in a S50 scenarie. The information contained in attributes is
required for the authentication and authorization process. (Read more)

Authentication

Authentication is the process of verifying a user's (or: a subject’s) identity and issuing
access credentials. These can be a username and password, digital certificates
(X.509), biometrics or others. Authentication is a prerequisite for authorization.

Authorization

Authorization is the process of assigning users (or: subjects) a certain level of access
permissions on the basis of their identity attributes.

Bitstream Preservation

Bitstream Preservation is the process of storing and maintaining digital objects over

time, ensuring that there is no loss or corruption of the bits making up those objects.

(source: LIFE Project)

Figure 1: Screenshot of the Glossary

A matter of trust

When thinking about sharing data, researchers and funders will want to be sure that:

Ideally, all of these requirements can by
repositories will be concerned with relat

» data are described by meaningful documentation and standardized metadata

o data is discoverable, availab

o long-term storage of daf
o access to data is controlled
o re-use of data is regulated

* responsibilities regarding legal a

« keeping the effort of acquiring and ingesting data to a suitable cost-effective level
o having data described by meaningful documentation and standardized metadata

=

itstream preservation

ahd GownTo atatie

) 19 assured

Bitstream Preservation: Bitstream Preservation is the process of storing
and maintaining digital objects over time, ensuring that there is no loss or
corruption of the bits making up those objects,

(source: LIFE Project)

« all parties being well informed about the responsibilities regarding data access, use and misuse

« increasing visibility and papularity of own repository/archive among researchers

« continued eligibility of own repository/archive for funding or, or for self-sustainability in order to continue its work

Jer side,

Figure 2: Screenshot of a glossary term (marked by red ellipse) and its explanation
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& training.dasish.eu/quiz/quiz?id=23
o
. DAS I S H ATA SERVICE INFRASTRUCTURE FOR THE SOCIAL SCIENCES AND HUMANITIES
Quiz: Access Policies and Licensing
1. For each of the following groups, mark which benefit they can expect
from research data being shared: a) the public
(1 people can improve their lifestyle more easily
(@ people can contact each other more easily
2. For each of the following groups, mark which benefit they can expect
from research data being shared: b) the research funders
can frame researchers more easily for data manipulation
(@ can direct their investments on a more substantial basis
3. For each of the following groups, mark which benefit they can expect
from research data being shared: c) the research community
(@ can build and extend the work of others better and avoid reinventing the
wheel
can become more focused by establishing secluded elite research
centers
4. For each of the following groups, mark which benefit they can expect
from research data being shared: d) the data producer
() can gain more recognition and expect more money from research
funders
(™) _can generate more publications with less effort ag

Figure 3: Screenshot of the quiz in the AAI module

Plied & & O =

€& | @ training.dasish.eu/training/2/faq/indexhtml

® [ J
P L]
[ ] DAS I SH DATA SERVICE INFRASTRUCTURE FOR THE SOCIAL SCIENCES AND HUMANITIES

Home > Education and Training = and > Conclusion and FAQ
W DASISH
Conclusion and FAQ
B Home
B About DASISH Disclaimer: The information and links provided on these pages have been compiled and tested as of February 2014
B Activities

Below you can find some very commoen questions we encountered when collecting information about AAI and FIM. You might find

B Events calendar

B Final DASISH conference

B Newsletter

B Deliverables

B DASISH Events

E Education and Training
* Access Policies &

Licensing

+ Authentication and

Authorization
Infrastructure
* Chaptar 1
- Chapter 2
* Chaptar 3
- Chapter 4
+ Conclusion and FAQ
- References
- Persistent Identifiers
= Glossary

B Fublications
B Links
B Contact

B For project partners

these and the answers provided (upon diicking) helpful in order to use this Training module by starting with a specific question, and
then navigating through the pages as you wish. Please also note the first question, which addresses the case when your specific
question is not listed below.

Hopefully, the chapters of this tutorial gave you some ideas about the challenges and solutions regarding AAI and FIM. We at

DASISH would be happy to receive your feedback on this training module. If you have any comments or criticism, please send us
an email. Thank you for your participation!

AAI FAQ - What you always wanted to know about

1) What does the term ... mean? Where can I find more information on ...? Where can I get an answer to ...2

2) What is a digital identity?

x|
Consider your own "identity": You have a name, an address, an email address, a job title, a driver's license, a passport or &l
national ID card, bank accounts, tax numbers. All of these are attributes associated with different identities that represent you in
one or more contexts - identity attributes which work in one context will not work in another. For example, your bank account
number will let you access your funds, but won't give you access to a foreign country. A digital identity of a person or any other
entity is essentially the same. It is a collection of data that represents certain attributes of that person or entity. (Read more)

3) What is (centralised vs. federated) Identity 2

Identity Management (IM) means managing information about (digital) user identities in erder to control user access to
resources in an efficient way for Service Providers and users. It combines authentication (you are who you claim you are) and
authorization (whether you have permission) of a user. If this is performed by using a central server that stores the information
of the users’ digital identities it is called centralized IM. The term Federated Identity Management is used when distributed
Identity Providers provide information through a federation. (Read more)

4) What is the difference between Identity Providers and Service Providers, and what role do they play in an
Identity Federation?

5) What is meant by Authentication and Authorization, and what is the difference?

6) T came upon a website which asked me to select a home institution/identity provider. Do T have to do this, and is
it secure?

m

Figure 4: Screenshot of the FAQ in the AAI module

Each module can be read sequentially, by clicking orhgperlink available on the bottom

of each page (reading “Go to next page” or
Alternatively, a user can access each chapter and also sections of each chapter via using

the tree menu on the left side of the training webséd (seeFigure 5).

www.dasish.eu GA no. 283646 6



Data Service Infrastructure for the Social Sciences and Humanities
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Home > Education and Training > Authentication and Authorization Infrastructure > Chapter 1
B DASISH

Chapter 1: Who's knocking at my data's door?

o cations
Figure 5: Means of navigating through the module (marked by red ellipses)

The modules were first presented internally to the DASISH consortium with explicit
requests for feedback, comments or approval. Afteéhe internal feedback period they

were then made available publicly and announced by WP8D i s s e mithroagh theo n ”
DASBEH website, the DASISH newsletter and also through other ESFRI channels by the
WP8 ESFRI correspondents.

NSD agreed to host the modulega its OpenCMSnstancefor the near future, unless
instructed otherwise. However, this does not include performing ay content-wise
maintenance or updates. These sustainability issues are addressed in sectituhof this
report.

c. Feedback loops and revision processes

The first module on “Access Policies and
with WP7 internal feedback and reviews. It was presented to the DASISH consortium in
January 2013 at the consortim meeting in Munich, and made available to the public in
May 2013. A first revision took place in September 2013, whemfew minor mistakes

were corrected andambiguities clarified. Another major revision was started in June

2014 as an effort of WP7 partner UiB, which included a significant restructuring of the
entire module. Although therevision process isalready in avery advancedstate, it will

most likely not be completed within the project runtime.

The second module on “Authentication and
discussed intensively with members from Task T5.1 and revised internally several

times. It was presented to the consortium in Januar2014 at the consortum meeting in
Barcelona, and made available to the public in March 2014. In particular, it included an
FAQ section at the end instead of the Exercise sectifsom the first module. This change

www.dasish.eu GA no. 283646 7
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was motivated by user feedback stressing it the target audienceof the DASISH
training modules were not so muchstudents and postgraduateswho would be more
willing to complete a quiz, but rather researchers and scientific employees

The third training moduleo n “ Per s i st evastalsothd result of an extenswée
revision process based on discussions with membersf Task T5.2. The main part of the
module was finished and presented to the consortiunm November 2014 and made
available online in December 2014.

Afourthtrainingmodul e on “ Metadata Quality” was al sc
first part of the WP5 deliverable D5.2 “Meta
The internal revision process for this module, howevercould not be completed.

d. Futureplansand susainability

The training modules created by WP7 and other contributors from DASISH will remain
available to the public in their current state through the project website dasish.eu.
However, in the long term, a useful provision of the information gatheredral presented
in the modules @nonly be provided through an institutional commitment which is not
limited by project runtime and funding.

During the progress of DASISH, several requests for comments were sent to the ESFRIs
by DASISH WP7, asking fortheesf ul ness of the modul es to the
communities, desired adaptations and possible future hosting of the module content.
However, no decision could be reached so far. Currently, negotiations are ongoing with
partners from DARIAHEU, whohave already expressed their interest in using and
maintaining the modules Possible forms of publication would be to either integrate the
modules into the DARIAHDE Portal (similar to the already available eCodicology
example’), or to use the American platfornfor open educational resources
OERCommons.orgwhere a DARIAHgroups has already been starte)l Because of the
rather German focus of the first option and the international orientation of the second,
the latter option is momentarily beingpreferred and evduated.

Since DARIAH now also officially has the status of an ERIC, we hope thatdigsussion
can be led to a successful end, and that the content and format of the DASISH training
modules will form the basis of a sustainable online platfornirom which researchers and
data managers from all SSH ESFRIs can benefit.

We hope that this wil also provide a basis for finishing the work on the second revision
of the first training module on “Access Poli
yet unfinished training module on “ Metadata

7 https://de.dariah.eu/ecodicology -tutorial
8 https://www.oercommons.org/groups/dariah/229/

www.dasish.eu GA no. 283646 8
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3. Online training modules

a. Access Policieand Licensing

When sharing research data, a number of legal and ethical considerations have to be
taken into account (or at least clarified). They have a strong influence on the conditions
under which data may be shared. For (potential) da re-users, it is important to have
clarity in this respect; otherwise they might refrain from re-using the data. As a
researcher wanting to share data, a good way to provide clarity is to attach a license to
the data—so that (potential) re-users know what they ae allowed to do with the data
under what conditions. As a dataarchive or repository, rules for access to the data, i.e.
data policies, have to be determined. These may differ depending on the type of data and
the type of use.

The questionsabve are addressed in the first DASI St
Pol i ci es a msjuslLekptaiead,shere are two major parties responsible for

providing the research data in a form in which it can easily and safe(in a legal sense)

be accesse@ndre-used data creators on the one hand and infrastructure

administrators and managers on the other. Therefore, both constitute the main target

groups for this training module. A third target group are data reusers. The learning

goals for the individud target groups are:

1 Data creators:

o to be familiar with legal and ethical considerations to be taken into
account when creating data, particularly with regard to making the data
available for re-use

0 to be familiar with the requirements and procedureswhen depositing
data in a repository/data archive

0 to be familiar with licenses most commonly used in the SSH area and
about the parameters to consider when choosing a license for their
research data

1 Infrastructure administrators/managers:

o to be familiar with the legal and ethical considerations to be taken into
account in terms of ingest and longerm preservation of research data as
well as their provision for re-use

o to be familiar with the measures that repositories/data archives should
take in this respect, particularly in the contextof ingest and access (e.g.
deposit agreements, access policies, terms of use)

o to be familiar with the requirements of sensitive data in terms of ingest,
long-term preservation and the provision of access and measures thar
be taken to make sensitive data (rgusable

1 Data re-users:

0 to be familiar with licenses most commonly used in the SSH area and the

implications of license types and specifications on data rese

The module is structured into seven chapters whiclare briefly summarized in the
following.

www.dasish.eu GA no. 283646 9
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@ training. dasgish.eustrainings 1/ C H_j— Startpage HTTPS - Deutsch _;. | ; “ﬁ ﬁ E =
[ ] DATA SERVICE INFRASTRUCTURE FOR THE SOCIAL SCIENCES AND HUMANITIES
Horne = Education and Training = Access Policies & Licensing
M DASISH
Access Policies & Licensing
Harne With information technology being used by many researchers nowadays, the storage and accessibility of research dats has become
About DASISH a much debated topic across all scientific disciplines. This online training module attempts to create awareness amongst both
researchers as data producers and users as well as repository operators for the needs of dedicated paolicies and licenses defining
Activities and regulating the access to and the re-use of research data, while putting a focus on issues from social sciences and humanities,
Events calendar The module is organized in 7 chapters, which can be worked through chranalogically or separately. Here is & brief description of the
Mewsletter title, contents and focus of each of the chapters.

Deliverables Chapter 1: Sharing and licensing research data

DASISH Events This chapter provides an introduction into the topic and describes how basic questions are addressed, along with some examples.,
B Education a_"_d Training cChapter 2: Overview of European IPR
- f_CCESS_ Policies & Here the concept of intellectual property rights in general and copyright in particular, as well as national differences are presented,
icensing
= Chapter 1 Chapter 3: Comparing existing license schemes
- Chapter 2 In this chapter some example license schemes from social sciences and humanities are described, explained and compared.
: C:apter N Chapter 4: Data submission and agr ts
Chapte" 4 The effect of data sharing issues on the processes of creating, submitting and preserving data are the focus of this chapter,
+ Chapter 5
- Chapter & Chapter 5: Secure data services
« Chapter 7 This chapter covers the implications of sensitive data on data sharing, and the technical and logical measures that are in use in
.E . social sciences and humanities to address these problems,
wertises
- Referancas Chapter 6: Embargo policies
* Authenticstion and Here embargos on research data as a separate aspect of restricting access are addressed, and the current state and future use
Authorization briefly described,
Infrastructure
= Glossar w Chapter 7: Facilitating data re-use

In this final chapter, same aspects of making data accessible and re-usable are cavered, addressing the possibilities of

Publications archives/repositories to support researchers (both data producers and re-users) in these matters.

Links

Contact Terminology

{click to open or hide)

Figure 6: Screenshot of the introductory page of the module "Access Policies and Licensing"

Chapter 1: Sharing and licensing of research data

This introductory chapter to the modulespecifies the benefits of sharing data and
explains why licensing research data is important. It introduces basic principles, actors
and techniques involved in data sharing. It also addresses common concerns thatnya
data creators prevent from sharing thé data and offers adviceand possible solutions.
Furthermore, it looks at the relationship between repositories or data archives and
users and gives some examples of repositories.

Chapter sections:

1 Why share research data?

1 Why license research data?

1 A matter of trust

1 The Data Lifecycle

1 Examples for archives/repositories and their focus
Chapter 2: Overview of European IPR
Intellectual Property Rights (IPR) are a central issue in the context of data sharing and
re-use. IPR legislation varies from country to country- not only worldwide, but also
within Europe. This chaptergives an introduction to IPR in general and copyrighn
particular. It offers examples of national and European law that may apply to research.
In addition, it discusses the question, if copyright does apply to data and explains under
which conditions copyrighted material can be used for research.

www.dasish.eu GA no. 283646 10
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Chapter sections:
1 Intellectual property rights
1 Copyright
1 Databases
1 Implications of data type and origin

Chapter 3: Comparing existing license schemes

Licenses are a means under which conditions and to what extent a copyrighted work
may be used by others. Bgranting a license, the copyright holder transfers parts of the
rights connected with copyright (i.e. the right of redistribution) to other people. This
chapter explains in detail what licenses are and how they are used. It compares different
types of licenses and gives examples of common license schemes currently in use in the
European Social Sciences and Humanities domains.

Chapter sections:
 Whatis a license?
1 Types of licenses
1 Standard licenses
1 Prepared licenses

Chapter 4: Data submission and agreements

In order for research data to be shareable and rasable without problems, a thorough
research data management throughout the whole research process is necessary. This
chapter deals with the issues of IPR / copyright as well as the ethical questions thatve
to be addressed as part of this. Furthermore, it looks at the agreements that are
concluded between depositor and repository before data is transferred into a repository
or data archive. This document is often called deposit or license agreement andcespies
the conditions of data transfer, storage, preservation and distribution for raise,
including the responsibilities of both parties involved.

Chapter sections:

Submitting data: preliminary considerations

On the archive's/repository's side: Thingsto consider in a policy

On the researcher's side: Things to consider when creating and depositing data
Considerations when creating data as part of research data management
Deposit agreements

Further reading

= =4 =4 -8 -8 -9

Chapter 5: Secure data services

In some discplines, like the social sciences, a considerable amount of research data is of
sensitive nature (for example, because it contains personal information about research
objects). This puts constraints upn the possibilities to share and reuse such kind of
research data. This chapter explamthese constraints, and then focuses on the technical
and logical measures that can be used to tackle these problems and facilitate use of
confidential data. One of these ianonymization, another secure data services.
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Chagper sections:
9 Access to data
1 Confidentiality in Quantitative Data
1 Confidentiality in Qualitative Data
1 Secure Data Services
1 Examples

Chapter 6: Embargo policies

This chapter explains the concept of embargos and describes their current use.
Embargos are a means of restricting access to research data for a certain amount of
time. They are a measure to counteract a common concern that keeps many data
creators from sharing their data: the fear that someone else will usurp the data that they
have put so much work in.

Chapter sections:
1 What is an embargo?
1 Archives
1 Funders
9 Journals

Chapter 7: Facilitating data re -use

Chapter 7 finally puts its focus on data reise.lt describes how archives can support
researches as data producers in making their data accessible and-usable, as well as
data re-users in finding and accessing data. It also makes suggestions howuse can be
promoted. In addition, it deals with thequestions, how legal requirements with regard
to data protection and security can be met and what measures there are targue and
sanction infringement of copyright, terms of use etc. or other kinds of misuse.

Chapter sections:
1 Who will use the data?
1 Access to research data in Social Sciences and Humanities
1 Supporting data depositors in sharing their data
1 Repository means for promoting reuse

Exercises

To give users the possibility to test and consolidate what they have learnegtie module
contains anexercise section at the end. There is a quiz with ten multiple choice
guestions (seeFigure 7) and two more open exercises with tentative solutions.
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DATA SERVICE INFRASTRUCTURE FOR THE SOCIAL SCIERCES AND KUMANITIES

Figure 7: Quiz for training module on Access Policies and Licensing

b. Authentication and Authorization Infrastructure

In the recent years, we have seen an enormous growth of the amount of research data
being produced and usd. Along with that, the number of data centres and institutional
repositories is increasing. Existing and emerging research infrastructures are becoming
more and more interconnected.To access data and servicesesearchers nowadays do
not only use their local infrastructures, butalsorepositories, data centres and other
service providers.For these, thepool of potential users hasncreased significantly and
now includes members of numerous institutions from all over the world.

For infrastructure facilities,this poses challenges in terms of user management and
access control. This module deals with current approaches and solutiofe user
authentication and authorization, commonly referred to as Authentication and
Authorization Infrastructures (AAl). It has a focus on Federated Identity Management
(FIM), which is designed to cope with the developments just describe®ne oits most
important features is toenable Single SigrOn (SSO) whichallows users to log in and get
access to resources and services multiple providers with just one set of credentials
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(usually provided through their home institution). At the same time,data archives,
repositories etc. can make their resources available torauch largergroup of users than
before without having to manage additional identities.

The target groups of this module are administrators of data archives or repositories and
institutional decision makers on the one hand, researchers or users of data archives or
repositories on the other. The learning goals fothese target groups are:

1 Data archive / repository administrators:
o to be familiar with basic concepts, terms and actors in the context of AAI
o to be informed about the challenges and current solutions of Federated
Identity Management in European SSEommunities
o to have an overview of technical challenges and solutions involved in
implementing and managing FIMbased AAI
1 Institutional decision makers:
o to be familiar with basic concepts, terms and actors in the context of AAI
o to be informed about the ch#lenges and current solutions of Federated
Identity Management in European SSH communities
1 Data archive / repository users:
o to be familiar with basic concepts, terms and actors in the context of AAI

€ | @ trsining.dasish.eu/training/2 e | B8 - Startpage HTTPS - Deutsch Pl B 3 & O

DATA SERVICE INFRASTRUCTURE FOR THE 5OCIAL SCIENCES AND HUMANITIES

Home = Education and Training > Authentication and Authorization Infrastructure

M DASISH
AAI - Guarding the key to your data
Home
About DASISH Disclsimer: The information and links provided on these pages have been compiled and tested as of February 2014.
Activities )
More and more digital research data are being produced and made available by institutional repositories, data centres and other
Events calendar providers worldwide. Research has become increasingly data intensive, interdisciplinary and international: researchers use data
Newsletter and associated tools and services with unprecedented frequency, and collaborate with colleagues from institutions across Europe
and worldwide. [atfc, p.7] [cern, p.1-2
Deliverables
DASISH Events In the light of these developments, organisations face the challenge of efficiently controlling user access to data and resources. For

these reasons, adequate systems for reliable user identification and subsequent authorisation to use data and services must be
established. In order to encourage researchers to use these systems, state-of-the-art features such as Identity Management and
Single Sign-on are required. Systems for implemanting these features are currently being set up by many research infrastructures
and federations. They are commonly referred to thentication and Authorisation Infrastructures:

n hentication) and to verify that & user has the rights to sccess the service
e

. 1

. Chapter 2 This training module comprises 4 chapters, which can be worked through chronalogically or separately. While for the first 3

. Chapter 3 chapters not much background knowledge is required, the last of these chapters is directsd more towards people with some

+ Chapter 4 technical expertise.

- Conclusion and FAQ

I' Referancas Chapter 1: Who's knocking at my data’s door?

« Glossary

In this chapter, we introduce the basic concepts underlying authentication and authorization infrastructures (AAI), i.e. digital

Publications identities, identity management, authentication, authorization and access control.

Links

Contact Chapter 2: Federated Identity and Authorization Management

This chapter gives an overview of federated identity management and the management of authorization in this context.

For project partners Chapter 3: AAI @ work

This chapter aims to offer some examples of Authorization and Authentication Infrastructures used in Digital Humanities and Social
? Science projcts and communties in Europe.

Chapter 4: Technical Challenges and Approaches
In this chapter, we look at the most commonly used standards and technical implementations of authorization and authentication
infrastructures, and discuss how they can be used to tackle technical as well as organizational or political challenges in Federated
Identity Management (FIM).

Conclusion and FAQ

Finally, we have put together some of the most commen questions regarding AAT and FIM, which are bricfly answered here with
direct links to pages of the training module. This FAQ can be used as a starting point for exploring the training module content.

Go to first chapter >>
References

[atfc] Advancing Technologies and Federating Communities. A Study on Authentication and Authorisation Platforms for Scientific
Resources in Europe. Final Report. A study prepared for the European Commission DG Communications Networks, Content &

Technology. 2012. (retrieved Mar 5, 2014)

Figure 8: Screenshot of the introductory page of the module "Authentication and Authorization Infrastructure”
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#EADPOAO vdg 7ET 60 EITAEEIC AO iU AAOAGO AT T Oe
This chapter gives an introduction to basic concepts. Users do not use digital

infrastructures in person, but with their digital identities. These consist of a number of

attributes that are relevant to the specific context or system. Thiglentity management

administers the information about the digital identities of users and controls their

access to the system. The three main funohs of identity management are

authentication, authorization and access control. Furthermore, the chapter explains the

difference between centralised identity management and federated identity

management and reflects on the role of trusn this context.

Chaptersections
T Whatis AAIl about?
1 The Digital Identity Lifecycle
1 Approaches to identity management
1 Trust

Chapter 2: Federated Identity and Authorization Management

As the number of digital resources produced and used worldwide grows and the
crosslinking within and between infrastructures increases, federated identity
management(FIM) (and the function of single sigron enabled by them)is becoming
more and more important. After describing the basic mechanism behind FIM, this
chapter has a lo& at the roles and responsibilities of and the relationship between the
major parties involved in identity federations, namely Identity Providers and Service
Providers. Identity management typically involves the processing of personal
information. This poses challenges with respect to privacy and data protection, which
are also looked upon in this chapter.

Chapter sections:
1 Introduction: Why federation?
9 Scenario and basic mechanism
9 Trust in federations
9 Privacy and Data Protection Issues

Chapter 3: AA @ work

This chapter looks at authentication and authorization infrastructures in practice- with
examples of AAI implementations from Europea®SH projects and communities that
illustrate who is using AAI as well as why and how they are doing it. Thereeaexamples
of services (OpenAthens, eduGAIN and eduroam), AAI solutions used in European
infrastructure projects (CLARIN, DARIAH and EHRI) and communities active in the field
of Federated Identity Management.

Chapter sections:

Services: OpenAthens
Services: eduGAIN

Services: eduroam

SSH Infrastructures: CLARIN
SSH Infrastructures: DARIAH
SSH Infrastructures: EHRI
Communities and Conclusions

= =4 =4 -8 -8 _9 12
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Chapter 4: Technical Challenges and Approaches

This chapter addresses the technological aspects of AAI solutions. There are different
ways to realise authentication and authorization infrastructures technically. The most
commonly used standards and technologies are described in this chapter, with adisc
on the relations between them andheir potential use to tackle not only technical, but
also organizational and political challenges connected with Federated Identity
Management.The particular aim is to provide information and guidance to technical
staff, administrators or system architects who are planning to get involved (or already
are involved) in the implementation of Web Service Security, and Federated Identity
Management applications such as Single Sign.

Chapter sections:

Web Services Secity

Single SigrRON

SAML 2.0

SAML Implementations

Solutions for Authentication

Solutions for Authorization

Solutions for Authentication and Authorization
Solutions for IdP Discovery

= =4 4 -4 -8 -5 _98_19

Conclusion and FAQ
For the final chapter,the key facts of the previous hapters have been extracted and
condensed to be presented here in the form of Frequently Asked Questions.

c. Persistent Identifiers

As the Internet has transformed our capabilities and possibilities of finding and accessing
information, it has also changed our expectations and demands regarding information
findability and accessibilitylf the informationwe want is todlifficult to find, or if it is not
available at all, we will look someplace else. As a consequence to information providers, who
want others to use and-use information they generated or providiey will need to ensure
thatit can be easily found both by machines andhiaypans Findability and accessibilityf
information haghusbecomeanimportantaspect of informatioquality itself, apart from its

actual content.

Apart from supplying rich metadata to enable findahibtghallengehereis toensire that
references to onlineformationremain validIf referredto informationis beingremoved,
modified or updated, the references are pointless or misleading.

Meeting these concerns requires providungctionalityor asystem that makes it possible for
humans to find and cite sources found on the Internet, and it is important that this system
contains information that makes it possible for machines, or technical systems, to utilize and
connect the information. One straydag to add identifiers to resources that will be preserved
often called Persistent Identifiers
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This training module gives an introduction into this topic, touches upon common problems
and requirements, provides examples of systems in use and th@udm, and gives
references for further reading.

€ | @ troining dasish.eu/training/3/ @ || B~ startpage HTTPS - Deutsch Pl 3 & @ =
[ 2
Q DATA SERVICE INFRASTRUCTURE FOR THE SOCIAL SCIENCES AND HUMANITIES
Home > Education and Training > Persistent Identifiers
B DASISH

Persistent identifiers

Home The Internet has in a short per’lcd of time transformed our socisty and our way thhmklng 1t has made us I:Ehe ethat it i possible

About DASISH to find everything online - and if we do not find what we are looking for, it is not worthwhile to go s e else to find it.

Activities This poses challenges in a number of respects. One challenge is to get metadata and, if possible, data published in such a way that

Events calendar the information is easily findable and accessible on the Internet. Ifthe information is not there, or if it is difficult to find, it will not

be used. ("Difficult te find” refers to both humans and machines.) “Easy to find” is semetimes more important than "quality” for
those laoking for relevant information.

Final DASISH conference

Another challen tos e that it i sible refer to or cite the information found on the Internet. If a researcher is referring to
lnfcrmat\cr\ that Iatel ha I:aan remev ed orif \tl mcdmed or updatad the references are pcmt\e or mis| \Eadmg Fcr’ those who
ould like to look therr

In other words, the ced for a system that makes it possible for humans to find and cite sources found on the Internet, and it
is important that this system contains information that makes it possible for machines, or technical systeme, to utilize and connect
the information. One strategy is to add identifiers to resources that will be preserved. This is the point of departure of this module
which contains the following chapters:

Chapter 1: Identifying things: what and why?

Chapter 1 gives an introduction to the basic idea behind Persistent Identifiers (PIDs) and reflects on some fundamental
considerations when dealing with PIDs.

Chapter 2: Standards and widely used services

Publicsticns This chapter will give a brief overview over some of the mest prominent identification systems available on the market, including

Links some examples of how these systems have been implemented.
Contact

Chapter 3: PIDs @work

In this chapter, we examine the current use of PIDs and PID services in the Social Sciences and Humanities and provide some
For project partners examples.

2

Contact: training@dasish.eu
training.dasish.eu hosted by Nor/veg\an Secial Science Data Services

Figure 9: Screenshot of the introductory page of the module "Persistent Identifiers"

The audience addressed byhis module includes SSH researchers with little knowledge
of PIDs,data archivists who want to start obtaining PIDs technical implementers or
administrators of PID systemsand also mlicy makersin research infrastructures,
research funding organizations, library and publishing sectors

The learning goals for these target groups are:

1 SSH researchers:
o to be familiar with the general functionality of PID services
o to be able to recognize examples from different commonly used PID
systems
0 to be familiar with basicrequirements of commonly used PID systems
1 Data archivsts:
0 to have a better overview of the different functionalities of commonly
used PID systems
o to be informed about which PID systems are used or recommended for
use in which SSH community
1 Technical staff
0 to be informed about which PID systems are used or recommended for
use in which SSH community
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o0 to be aware of basic SSH specific requirements regarding the use of PID
services
1 Policy makers:
o to be familiar with basicrequirements of commonly used PID syst@&s
0 to have a better overview of the different functionalities of commonly
used PID systems

Chapter 1: Identifying things: what and why?

Chapter 1 gives an introduction to the basic idea behind Persistent Identifiers (PIDd)
starts out by motivating theuse of PIDs through examples of attempts to access
resources which are not available anymore, or cannot be located. &thapter goes on to

explain the conceptual functioning of PIDs a
“Resolution” and T‘alknitnegr mmehdei airnyt r oducti on one
“ldentifier Provider” and “Il denti firgdlectsManage

on some fundamental considerationgnd requirementswhen dealing with PIDs.

Chapter sections:

1 Why do weneed Persistent Identifiers?

1 What is a PID and how does it work?

1 Roles and responsibilities associated with the setup and maintenance of a PID
service and the assigning of PIDs
Considerations and Requirementsvhen assigning identifiers
Requirementsrelating to identifier providers, managers and institutional
decision makers

1
1

Chapter 2: Standards and widely used services

This chapterprovides a brief overview over some of the most prominent identification
systems available on the marketnamely ARKHandle and Handlebased systems, PURL,
URN and ISLRN. For each of these systems, a general description of format and usage is
given and explained with an example PIDcomplemented by references and further
reading. To conclude this overview, tabular compasons of the different PID systems
according to example format, Costs and Resolution agéven.

Chapter sections:

Archival Resource Key, ARK

Handle, DOI, EPIC

Persistent Uniform Resource Locator, PURL

Uniform Resource Name, URN

International Standard Language Resource Number, ISLRN
Comparison tables

= =4 =4 -8 8 9

Chapter 3: PIDs @work

The last chapter takes a look at howID systems are being used in different institutions
and communities in the Social Sciences and Humanities. This partial overview is
separated nto looking at SSH infrastructures (in particular, the five DASISH ESFRIS),
libraries, archives, museums and SSH projects. For each of these groups, the distribution
of PID systems in use as well as existing PID policies are being described. References to

www.dasish.eu GA no. 283646 18



Data Service Infrastructure for the Social Sciences and Humanities

chapter 2 are included to directly refer back to a more detailed description of the
different PID systems.

Chapter sections:

9 SSH Infrastructures
Libraries
Data Archives
Museums

1
1
1
1 SSH Projects
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Appendix

AppendixA

Al: First Questionnaire for SSH ESFRRMbers regarding training topics and measures

www.dasish.eu

DASISH WP7

Question and topic list for ESFRI representatives
Date: 01.05.2012

‘What are burning issues in data management that need a training effort? (find out the
3-4 most required ones)

‘What is the ideal format for a workshop?

‘What is the ideal format for an online tutorial module?

Is there a need for a multilingual termbase on data management for use in training?

‘Which data management topics are already addressed by educational tools (e.g.
tutorials) in your ESFRI project?

‘Which training tools or procedures are used or developed in your ESFRI project to
promote standards or best practices? How domain-specific are those tools?

‘What data could you offer to be used for the desired training modules (or in general)?

GA no. 283646
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A2: Second Questionnaire for SSH ESFRI members regarding training topics and measures

Date: ESFRI project: ESFRI DASISH
representative: representative:
desired activity/material | material available from or
scope / target group

from or through DASISH | through the ESFRI project

specialization tutorial workshop tutorials / availabie data
exercises

comments

introduction for
data creators

. . . intreduction for
main topic subtopics ComEes

Data enrichment in general

Metadata existing standards, usage
Metadata: effect of data type

Data Metadata: harvesting, storing and sharing
enrichment  |Linked data

Data quality in general
Data
Workflows

Data quality |Glossary/internationsl termbase

Data archiving in general

Deposit services and SLA negotiations
Bitsiream preservation

Certification

Persistent ldentifiers

Data archiving

Security & Policies in general

Access policies

Licensing

Sensitive dats / anonymization

Data security

Authentication & Authorization Infrastructurs

Security &
Policies

Management in general
Funding and Project proposals
Publication of data (e.g. Open Access)

Management
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Appendix B Template for describing and creating training module chapter content

%
°¢DASISH SEVERT AWK

DASISH online training module template

Timo Gnadt, UGOE
Version: 1.0
16.11.2012

Training module chapter description

Main topic Access Policies and Licensing
Chapter title
Learning goals / .
Questions addressed
Target audience
module language english
regional focus international
scientific community Social Sciences, Humanities
expert level/profession (e.g. data producer, repository, policy designer
Prerequisites

basic understanding of terminclogy and workflows

L ILHE THL LS regarding digital repositories and digital curation
required course completions none

technical knowledge familiarity with standard Office software and the

internet
technical environment

Learning method (optional) "
Duration/Length "
Material used "
Resources used "
Module Creator(s)

Contact "
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[Access Policies and Licensing]

Chapter 1: [Chapter title]
[Chapter 1 content]

Exercises
[Exercises Chapter 1]
[-- New page --]
Glossary
[Glossary content]
[-- New page --]

References
[Heferences]
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AppendixC: Acronymaised in this report

AAI Authentication and Authorization Infrastructure

CESSDA Consortium of European Social Science Data Archives

CLARIN Common Language Resources and Technology Infrastructure

DARIAH Digital Research Infrastructure for the Arts andHumanities

DASISH Data Service Infrastructure for the Social Sciences and Humanities

EHRI European Holocaust Research Infrastructure

ESFRI European Strategy Forum on Research Infrastructures

ESS European Social Survey

FIM Federated Identity Management

GESIS GESIS Leibniz-Institut fur Sozialwissenschaften, Germany

KCL King's College London, UK

MPGMEA | Max-PlanckGesellschaft zur Brderung der Wissenschaften &/. - Munich Center
for the Economics of Aging, Germany

NSD Norsk SamfunnsvitenskapelidDatatjeneste AS, Norway

OEAW Osterreichische Akademie der Wissenschaften, Austria

PID Persistent Identifier

SAML Security Assertion Markup Language

SHARE Survey of Health, Agieg and Retirement in Europe

SSH Social Sciences and Humanities

UGOE GeorgAugustUniversitaet Gttingen Stiftung Offentlichen Rechts, Germany

UiB Universitetet i Bergen, Norway
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